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if (isWindows()){
str2=str2+”win”;
}

else if (isMac()){
Str2=str2+’mac”;
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else{

System.out.printin(“Unknown operating system, quitting!”);
System.exit (0);

}
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unrestricted access to your computer.

\eﬁ> The digital signature could not be verified. Click “Details..." for
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i - unrestricted access 1o your computer?

The digital signature of this certificate could not be verified. Do Not trust
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Always trust “VerlSign Inc.”

Lo VeriSign Inc,

VeriSign Inc.
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Trust
Details
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Default
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WeriSign Inc

1340187836
3

D5A with SHA-1 ([ 1 2 B840 10040 4 3 )

mone

Wednesday, June 2 12 7:23:56 PM Japan Time

Thursday. June B. 2062 7:23:56 PM Japan Time

DSA (12 840 10040 4 1

291 bytes - 30 B2 01 1F 0Z 81 81 00
12E bytes : E6 2E 33 74 FD 13 47 BE ..
1024 bits

Any

46 bytes - 30 2C 02 14 11 CF D8 9E ...

E7BDBIEBOBCD B4 FE7A 21 EEEF 37 DR ET E7 3CFD AA TD
AE E1 F6 98 BE 7A 4F 56 9EBT AG 11 BB A2 E6 DD
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Table 1

Windows binaries

File name or path File type Function

GEaqyFla.zIK 86 64, exoculable Driver

1ZsROY7X.-MP 386, dil Core module

WeP1lxpBU.wh 1386, executable Driver

hypndcgl. HSC 386, dil Copy of pstorec.dll

IUnsAZCiLBZ7 i386, dil Speox module
t2HEaaM5. 0UK x86 64, dll 64-bit process injection

Mac Y-Y-¥¢
g oo mas SHOME\Library\Preferences\jlc3V7we.app s ,5 Mac sl sla b

MaC JALCW C)L:J.A.C 9 Jib a,.: (0 I [ESVV-H) ,_S)A.ll.; le.mdg_lﬁ)._wwo 9 roL» oY dg.\.?

Tabie 2

Mac binaries

File name or path File type Function
IZ5ROY 7 X.-MP 1386, executable Core module
UnsAZCiLBzT UB(i386, x86_64), dylib Core module

mWgpX-al.BVqg UB(i386, x86_64), executable XPC module

WeP1lxpBU.wh i2E6, dylib Karnal extension

GEagyFfo.zIK xBE_64, dylib Kernael extension

Contents/Resources/WeP1lxpBLL wh-, Copy of the above Tile
kext/Contents/MacDS WePLxpBLLwA

Contents/Resources/6EagqyFfo.zIK. Copy of the abowve file
kext/Contents/MacO5/5EaqyFfo_zlK

SHOME/Library/ScriptingAdditions/ Copy of the abowve file
appleHIDY/Contents/MacOS/ IUNsAZCE,
Bz7

Note: UB stands for Universal Binary, which contains multiple binaries for multiple CPUs.
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HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run\"*J7PugHy
= “%System%\rundll32.exe,%UserProfile%\Local  Settings\jlc3V7we\lZsROY7X.-

"MP,F1dd208
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alol slass” ol asas Jlsl sgs e oslewwl AppleScript s a5 |, slaslol ollee a8 28 0
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s ,Sanl ol sla S 39 o Sl gemd 5 0 g oe Lzl L343 g0 45 CHISIS 59 1,21 (slasl

Dga oo 095 aslsl

<key>OSAXHandlers</key>
<dict>
<key>Events</key>
<dict>
ckey>RCSeload</key>
<dict>
<key>Context</key>
<string>Process</string>
<key>Handler</key>
<string>InjectEventHandler</string>
<key>ThreadSafe</key>
<false/>
</dict>
</dict>
</dict>

O LS 3o o="1
|) W) rbl:u' )l)_QIJu U'.’J .b.uu,.'i Ma09 5J9329 4.‘5:.*.39.3;%69),3 4") L;)':‘“:"‘A QL:.Lo.C— L);"}"U'l'

A (0 C:..o’i'

ot Jald silwpgin V-0-F
d‘lb 399 U'.’.l L (samdiw & 9 g o0 e 4 (Gdgabe 9 DA Tt (_§|).3 Crisis k5)-‘-1l-’ Lgl.ﬁul.lls
A 390 cuas (Lol Sl o ,me 50 Senal Julepiunn 4 dzg bl sl Siluppre cuas ol 2

gbier Lzl gl 58 5 bawgs 5 0ad Jatie

Jodiog  Y-o-f

0 03y s a5 FJt» JB S dgl g5 20005 3929 S9ans sl cuas Ll gg 90 ol Jl> o
X L5)|-L’| b|) LS')-.‘ le“’l 5299 abs; 9 03 aslol uL.:.o.H J..L% )|)_9| r:).o gi: U —ua J.:l.‘) Xl
055,85 adlsl b slesl a4 i (59 2 04D 03l )18 shizl e .l Al Lz oal aslol

S5 5l eslil b CrisIS ssiuw g Jawgs a5 iy o0 L5 4 slaieS a4 K5 sladiges 39 Jsas Crisis




it

sttt sllwsilrs slo by slayl joluy dy=o o Jodx s ‘éﬂbﬁﬁ

lg 9 o.))f oalewl LUa s .b.d,o A.:l.x,L:f )| LM.J,N U'.’.l Slo s .)l:;ﬂ scratch Iol.: a4 w,;ul,), ul.»)

g op (S A UPX 51 o5l

( Legitimate Application Binary A

Original File Content

Original Entry
Point

H3dle 5 a4l s s b Jb V- U5

Mac Y-b-¢
18 56 IDAPro ssle Julss sl 5l eslil b1, (Ll cpl 31wl ssums (o5 MaC sl cuns (S
2,5 saalie Olgs oo 1) V) K& )5 oail 00ls Olis 45" sisle (g5

public _main

_main proc near ; CODE XREF: start+30Tp
var_8 = dword ptr -8
var_4 = dword ptr -4
push ebp
mov ebp, esp
sub esp, 8
mnou [ebp+uvar_8], ©
nov eax, [ebp+var_8]
mov [ebp+var 4], eax
nov eax, [ebp+var_Ai]
add esp, 8
pop ebp
retn
_main endp
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£ Choose an entry point r__l,ﬁl El
Masire Bddiess Oechirial
B Mshrge 00002020
Nty 00002024
B progname 00002020

| Fakeentry point | | & _enwion 00002028

B main DO001F70
L OO0 FA0

fik_axecute_hssdat 00001000
0000405

| Trueentry point |

| oe | Cancel | | Hep | [ sewsn |

Juine & of &

oJu.i»)|)§3 ‘5.)9)9% \Y J.{Jt

6)|K)Lg )91.w.> )l o3 laxwl L I) w).)T L)‘.'.I EIP 9 .))'.) )|)§ Ls@.?u) Counsd n..i.g' PR Lg“ol G299 abss
3834 1,5 LC_UNIXTHREAD

Load command 11
cmd LT _ UNIKTHRERD
cmdaize 80
flavor 1386 _THREAD _ STATE
count 1386 _ THREAD _ STATE _ COUNT

eax 0x00000000 abx 0x00000000 azx Ox00000000 adx Ox00000000
adi 0x00000000 as=i 000000000 mbp 0x00000000 e=p Ox00C00000
sz Ox00000000 eflags Ox0QCO0Q000 eip Ox000040%c o= Ox00000000

ds  0x00000000 es 0x00000000 £s O0x00000000 gs Ox00000000
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Wi-Fi
ot L Instant

* Cliphoard

* Create process messenger

* Fie system

Scr 1 shol
Key logging Recording
ol Oyl o "
Crisis buwgs oo o)l ldee Y
Jel @l) ollee ¥ Jgos
. el 1) 0 W L) L
Function Details
Filis syslem Upload downboad Tiles Tromfonto the compramised comgatar
Croating process | Croatos & now process and gets the resull
Recording Ao and wided recording using the microphane and the webhcam
Koy logging Records all key sirekes (hat are typed by the user,
Chipteeard [(ata hebd in the clipboard,
Scroen shat Takos scroan shols
Wil Gats Wi-Fi infermation, sach as 5510 and RS51. This function is called “position” in the Windoss sersion of Crisis,
whileh could b wied (o delermine U lecation of the compramised compulsr

Address hook Stoals contact Nsis
Browsor Stoals Web browser aclivilies
Instant messenger | Steals mstant messenger aclivities,

o3l ol 4251 g o azlpn 5T L 39, o Le o8 ol I3l 5 gmly Slibee ¥ g 39250 @l
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Table 4

Targeted applications for each platform

Windows Mac

Internet Explorer Safari
Mozilla Firefox Mozilla Firefox
Google Chrome
Opera

Contact list Windows Live Mail Address Book
Windows Mail
Microsoft Outlook
Mozilla Thunderbird

Instant messenger | Google Talk Adium
Skype Microsoft Messenger
Yahoo Messenger Skype
Trillian
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Host hardware

VM 03,8 os,JT ovay VP UK
a3 plnl VMWare (il puile 03,5 05907 pla a3 1 25 Sldes a5 0l

oe > Ll o VMware preference L .o’ e 5L 1, VMware preference LG .\
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sllwsilxs sla ) duwn slayl j8l oy dyxo g Joadxd ‘ﬁﬁﬁbﬁy

nirrs T— 64

5,1 VictimGuest b 4 s5lre uile G YL Jlioe

sl olads Ll S vmx L6 oass s [ .vmX (LB e B os 5 45525 |, preference 6 ¥

S,ls s preference L6 oo, a5 el (s)lxe ouile s guas

ol VMAK (L6 e Joloo . VMX L6 .08 T 1, . VMAK (L6 e G 03,8 45505 [, .vmx L6 Y

il il ppile Suns 95 J6 4 by o oS

scsil.pcislotNumber = “1le0”

scsil.present = “TRUE"

scsil.sasWWID = “50 05 05 €3 &7 f£f6 =b Q0”7
scsil.virtualDev = “lsisasloegd”
scsi0:0.fileName = “WictimGuest.vmdk”
scsi0:0.present = “TRUE”

scsil:0.redo = W7

seriall.fileType = “thinprint”
seriall.present = “TRUE"”

Aibee VMAK L6 oL Jolis a8 canl VM L 51 pise Y Jle

25l o0 ) O 90 4 a5 VIXDiskMountServer.exe Ll e G o35 50 |, 5 >, 39,9 95 F

S I.\g |)

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\A
pp Paths\vmplayer.exe\”@” = “C:\\ Program Files (x86)\\\VMware\\\VMware
Player\\vmplayer.exe”
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\A
pp Paths\vmplayer.exe\“Path” = “C:\\Program Files (x86)\\V Mware\\VMware
Player\\”
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L a5 el 15l G ViXDiskMountServer.exe b .o o @)138,6 Z gl x5k |, vmdk LG .o
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e Z:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\mW(gpX-al.exe
e Z:\Documents and Settings\All Users\Start Menu\Programs\Startup\mWgpX-al.exe

JB L s 5 a5 Slej ax STl XP jeaiu9 sl (095 5 ol V j9009 9 basg S93m9 sl Jol
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